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ABSTRACT

In the hyper-connected network, which network equipment is diverse and network structure is complex, the attack surface
has also increased. In this environment, MTD(Moving Target Defense) technology is being researched as a method to
fundamentally defend against cyber attacks by actively changing the attack surface. network-based MTD technologies are
being widely studied. However, in order for network address mutation technology to be applied within the existing fixed
IP-based system, research is needed to determine what impact it will have. In this paper, we studied the impact of applying
network address mutation technology to the existing network protection system. As a result of the study, factors to be
considered when firewall, NAC, IPS, and network address mutation technologies are operated together were derived, and
elements that must be managed in network address mutation technology for interoperability with the network analysis system
were suggested.
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Table 1. information protection system

Main Corresponding

Category System

- Network Firewall

- Unified Threat Management
network - Network Access Control
protection - Intrusion Prevention
system System

- DDoS Response System

- Virtual Private Network




AHH 53354 (2023, 12) 941

Main Corresponding

Category System
* Web Firewall
+ Hacking Mail/Harmful Site
Server/device Blocking System
protection Secure OS
system Virus Protection System

Digital Rights Management
Data Loss Prevention

Threat Management
System

Cyber Security Information and

Event Management

Network Threat Analysis

System

response
system

Mobile Device Management
Access Control System
Secret Management System
Data Exchange System
Security Evaluation System
Personal Information
Protection System

Digital Forensic Equipment

Security
management
system

Encryption Equipment
Encryption Key
Management System
Device Authentication
System

Military Public Key
Infrastructure

cryptosystem
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Fig. 3. disabled firewall comparison
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3.2.3 NAC(Network Access Control)

NACE JEYzY AHIs= dEzilE

_>|.1_;‘
V)
_?1_11
e
L
nﬁ‘;
)
JL
z,
>
Q
fr
3~
ﬁ
o
e -
rXL

B, Ed zgy_ Son Zeeluss o@%s}u%,

2
T
s
r\j
N
[
E
o, T
iy
AU
o
2
ul
=2
d
>
Q
2
o,

rE
o
iy
Au)
i
e,
(m
42
Z,
>
aQ
>
E
rEE.
o,
i
_o‘lr‘

2N g @ B ot off rlo ot
o Prolmoge M L=

=

(m

o

[0

M 2

b ,
b

ok,

I

ﬁ).l_!‘

m

_,:

rr

oz

4>,

s

vy

2

o

Ol
A
£
r—{a
Z,
>
Q
ol
)
).
y
Z
E
_>|4_,
S
o}i
‘j 2
=

] =
Z2) ok} olH}Z—]_i A]——Q—_‘E]X] ok ]& =
o2 A ¢k Mol NAC ell¢]
AH3te] S-g3t 7ﬂ°oﬂ NAC FeolAE
Zor

of
)
%

-
m[m 2 o
[m
et
o

X

Lo
ut

_l

of|o
EQ} NAC Aw7te] Xé 2 ’J-’F’ﬂ 2 et A
A7 Heh, NAC Aw7p Fae] Anfe] F4
o] AL o 4 ql7] wtelct 44 NAC AlxH
< linux 7|4 Zepo]dEE 98 linux$ NAC
o] EZ} AlFE7] wfiel linux AHe] NAC el
o|HES /‘ﬁ]@}c’% 83 o] Erksst AL of
Uth &4 aukdel NAC $-g3bd6)4 Aujo]
NAC ofo]xE —5: Az +&38A] ki Alule] s
A= mlello]AE 7|Hke] NAC AA-S #-83lic},

&“_-r_‘a&rzil

( )
e N
T [
untrusted network E_.-—__—'
|
L IP mutation

IP mutation ) server
client dst192168011~75
-
—_——
IP Address LI
1192162802 dlst192.1680.200

IP Address
1921620.11~75

[ 1P mutation server: |
| MAC based policy |
P Addressr 192 1680200 b

Fig. 5. NAC operating environment



oA IP-MAC ], 54 IP
)

2 MAC ©]¢] i}% AAe AT 5 gl o)
735 Fale] Aule] Faulo] ol Ax ol &
A W 5

°]5}A] e;% Fawe] Aol MAC F4=
Aol Ao} 2fol= §ict.

324 HEQT EMAIAH

WEYa Ax £ FAAT s Ao] ohet
AuusAA Wl E ARnEE 98 V= o
olelE SAlsha Ay S dolele s
= /;}EHHH 57:]]741 11]5'— o]/K]—El—Z] ALT/_ HEL/IE
Al 2t el B4} o2l SAE dlolelg
Mahs Azglel A HEND Mol RS Bxjx
27} wol=7] witel 71 34 1P 273} Apelr}
otk el Eul ME= AR 24 A BHx) ]
o) $A4EI} B2 A a2 Mol BeIME
A AT Avleh FASYATL FAA Faww
B Zh7 ehE AR Rl md Fauel o
o4& ofe] te] Azl Fhatel AL ASelE 2
A AEahA ke Aush BAldchs AR A3t

L

i

2% 4 sle), che AzA] Bk g A %
o +4E 2agr B WEYE A7 A 4uE
A ) Famle] AL FAA] Fah
wolgl Aol m AA| BAG AME 7] elgieh,
webd VES D Fato] &l HE VEA D 4
Azdol AT ARE olgsiol A4 4G AW
7 polelgtA & 4+ YES St Jug el
e}, olela We] At Fado] A we} ¥

g Ars}l debd S oglon} 3.1k Awdlk 34
ik MESZ Fare] 3H4S 7FEo® | e}
3 AR dis] At vEYHI EAA A
F2 A3k deolew 21 9 vEHZ A3 AA
dloJe] So] glom rjEor ¥ihw= doly 84
2 BlAaglZr} it Fade] T FAi
Aol 23] A|zbel wlel F47) Wolw 7] el A
Zr AH7F 5 84" 45l Fig. 69 Ze] &
A A VES T FAowe] e FAae] Falol
AE, Famle] Au], HelAdA Mwr} A7t 57|35}
7F Heolola Fare] Fefo|A B} Fae] A7t
FAlEe Fxoltl VEYa BMA ] Y F

mutation policy server
| representation 1P|
| mutations time

[ mutations 1P|
mutation _—
policy _ mutation policy
IP mutation
IP mutation _ server
client b
- S =
- > L
IP Address ld::D _ e
40216802 OsC192162011-75 P Ao
1921680.11~75

uog‘"&é‘ﬂ& Rto) dst IP

2023-08-15T09:0000 | 192.168.0.11
2023-08-15T09:0100 | 192.168.0.20

Fig. 6. information for analysis system

Fell A A7bE713E st MlEHa ARE
=2 EA A zge] A" dlole e Faroe

o o3 =l A AHRE= Eo3 A7k HRE
Al =t
upebA] VB EAAxEe] #Alg
Fao] ® dlolelz} strjete A7k wet ol A
A ARS o 5 slen dd BAlEkid A &
5 o "eh viE] = EHA 2] AR Fal
o] dlolEE *E A EA1E An] JH= Wty 98
HEHZ Fame] 7gedx Afsllol & Are F
arlo] MuE fdepA ApEE 5 Sle dE IP F
& Al7lel| whE Fae] oot olF &9
g% P’} 192.168.0.1181  Awr}  UTC
2023-08-15T09:01:0001 192.168.0.12%
2023-08-15T09:02:00¢ 192.168.0.20°>2 w7
s AAe] paEgl o VE A A A He]
g dlele]  Fell  2023-08-15T09:01:002F
2023-08-15T09:01:59 Afe]el A== A4 wlo]E]
FolA BRI 192.168.0.1291  dHelHE
192.168.0.112 WAslFH +5% §Al dHolel&
o] Fdg Wx IP= wiq=H7] wte] Faroe]r}
ob = #Aelx e} zEo] AlHlolE S M E 5 Al

e},

Alm
v E
A o]

A

z

Iv. 8 &

FAAY &89 e TAxd s
Holsle] Afeln] FAE YA welsly] ¢t
o2 MTD(Moving Target Defense) 714
| d7=Ea glen] MTD ok shvza dEY
3 F4E EYAoR Woldd FAlde UEH=
Fado] 7|&o] olr) VIES A Fav AzEe] F

o



AHH 53354 (2023, 12) 945

8 FHoR AE £4 Axdod Fasbl 245
T 9le web Al AsdE vEslz F4 ol
710l oW 3ol QA AEF Basiel,
RN 7% UEND 85 A7 el FaA
gol Wk IPS, NACH Abelw] tjgAlA4 e
VEY T BAA AuF) odsps BAlsledch B4

75l °é‘€%‘:°l =
75 NACH F+ ‘41*“’1 J=xel
3] 9L *Moﬂ NAC o]dEZE
Aol A A vENI Fae] Ve
NACE #4dstetl d3s 74 derh "HTes
HENZ EA A 2Ho] $4]3F vl =93 dlo]E] Fol
A7 FarMEe R dlolHE A8 At
d ole FAA Fawe] A= A7t
o}, FaHlel la?—i%ﬂ 9% 1P &9
Zrlo] o] AHZ ]t v ESF #AA
o] HHZE 3 Jg_{s].o:] 71& 34 1P 9:1—7:101]
deleE #4384 ik, AgHem F

2+ 71 U EHZ BEAA WellA ﬁ%ﬂ%g uf
& Azdel wep ofzke] Aol= AN 4
2 HQPA Abel] wiepAo]x] oFx AbE o]
g Aew AdEsion Afoln] dfgAA e
Az A A" dsAs S vEH=
wol 7oA Hefsfol & HHE kst
AT WEEE AREIAAY t}E HHRS A Ao
gk BA9} 7|E 4E= vEN S HIAA A
£3}o] tlokal WokA~ElFY] AbT LA W Fa
ol 7)gell Agoll tiet A5 g 2HF=E vl
& AF ot}

-

%2,

Na,
B I ¢

u. EY

£ )

>

N N @
o

o)

‘c_>‘l_‘ N
S B TW o off <y e

.

O

References

(1) K.M.Park, S.Woo, D.S Moon and I.K.
Kim, ’Trends in Network Address

Moving Technology,” Electronics and

Telecommunications Trends, vol.32,
no.6, pp. 73-82, Dec. 2017.

Se-Han Lee and Ki-Woong Park, "A

Method for Derivation of
Software-Defined MTD Research
Direction for secure IoT Device

through Analysis of MTD Strategy
Research Result,” JDCA, vol.5, no.2,
pp. 147-158, May 2022.

Luo, Yue-Bin, et al. "RPAH: Random
port and address hopping for thwarting
internal and external adversaries,’
Trustcom/BigDataSE/ISPA, vol. 1. pp.
263-270, Aug, 2015.

S. Antonatos, P. Akritidis, E. P.
Markatos, and K. G. Anagnostakis,
"Defending against histlist
using network address space
randomization,” CACM Conference on
Computer and Communications
Security 2005, pp. 30-40, Nov. 2005.
J. H. Jafarian, A. Niakankahiji, E.
Al-Shaer and Q. Duan, "Multi-dimensional
Host Identity Anonymization for Defeating
Skilled Attacks,” Proceedings of the 2016
ACM Workshop on Moving Target Defense,
pp. 47-58, Oct. 2016.

J. Sun and K. Sun, ’DESIR:
Decoy-enhanced seamless P
randomization,” The 35th Annual IEEE
International Conference on Computer
Communications, pp. 1-9, Jul. 2016.
Tae-Keun Park, Kyung-Min Park and
"Attack  Surface
Expansion through Decoy Trap for

worms

Dae-Sung Moon,
Protected Servers in Moving Target
Defense” JKSCI, Vol. 24 No. 10, pp.
25-32, Oct. 2019.

Ministry of Government Legislation
Korean Law Information Center,
"Defense Information Service Order,”
https://www.law.go kr/LSW//admRulLL
sInfoP.do?chrClsCd=&admRulSeq=21

00000229796#J2656015, 2023.09.01.


https://www.law.go.kr/LSW//admRulLsInfoP.do?chrClsCd=&admRulSeq=2100000229796#J2656015
https://www.law.go.kr/LSW//admRulLsInfoP.do?chrClsCd=&admRulSeq=2100000229796#J2656015
https://www.law.go.kr/LSW//admRulLsInfoP.do?chrClsCd=&admRulSeq=2100000229796#J2656015

946

HEHI HIAANA UEAT Famo] 7|5 M8l thet JTA o

(X X2 70)

o] ¢ 9 (Suwon Lee) A3

20051 84 Fadistal AFeEst 24

20074 8¢: Fohsta ZSFEEsta MAat

20079 129 ~&A]: g3hA| 2 Q7Y

(TR AlelH] SEwkel, AHNE S AA Alelwe|~z P}

3 A 9 (Seyoung Hwang) A3

20074 294 At AApdr)get 9
2006 129 ~&A]: &3pA|~8 ALATY

(FHAlEol) Alold] arbe], ARBS A Alo]HE St

2023 ~dA: A8 A4
GAldeh AXHES ASFEFs, UESZ Rt o|4eH



